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Note from whom translated this: This document is a translated version

of http://www.davidegrayson.com/signing/ which David Grayson originally wrote and
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voluntarily by myself under permission of original author, David Grayson. This
translated result does not contain any additional comment or modification by the
translator, and you can still read the original article

from http://www.davidegrayson.com/signing/. All rights are reserved to the original
author, David Grayson.
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Would you like to install this device software?

“ Name: Pololu USB AVR Pregrammer Drivers

Publisher: Pololu Corporation

[] Always trust software from "Pololu Corporation”. | Install | \ Don't Install

@ You should only install driver software from publishers you trust. How can | decide
which device software is safe to install?
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| General | Compatibility | Digital Signatures | Security | Custom | Details |

Signature list

Name of signer:

Pololu Corporation

Digest algorithm ~ Timestamp
Thursday, November 29...

shal

CIX|E Al|3L|X(Digital Signatures) HOlM, ME AL H

HES =
= =
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General | Advanced

—_, Digital Signature Information
This digital signature is OK.

Signer information

Name: [Pololu Corporation

E-mail: INot available

Signing time: [Thursday, November 29, 2012 4:08:55 PM

View Certificate

Countersignatures

Name of signer: E-mail address: Timestamp
Starfield Service... Not available Thursday, November...




Advanced

Signature details:

Field

Value

Version

V2

Issuer
Serial number
Digest algorithm

Content Type

Message Digest
<

Digest encryption algorithm RSA
Authenticated attributes
1.3.6.1.4.1.311.2.1.12 3000

1.3.6.1.4.1.311.2.1.11 300c060a2b0601040182370201:

07569287, Go Daddy Secure Certificatio.
04 26 73bg 64 3f6f
shal

060a2b060104018237020104

04 140f c8be f1a40d 5589 56 38a3.. v
>

Value:

V2
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General | Details | Certification Path

I;“J Certificate Information

This certificate is intended for the following purpose(s):

* Ensures software came from software publisher
« Protects software from alteration after publication

*Refer to the certification authority's statement for details.

Issued to: Pololu Corporation

Issued by: Go Daddy Secure Certification Authority

valid from 11/29/2012 to 10/8/2013

Install Certificate... | | Issuer Statement |

Learn more about certificates

Lok |




General | Details | Certification Path

Show: | <All>

Field Value

Version V3

Serial number 04 26 73 b9 64 3f 6f
Signature algorithm shalRSA

Signature hash algorithm shal

Issuer 07969287, Go Daddy Secure ...
Valid from Thursday, November 29, 2012...

[=]valid to Tuesday, October 08, 2013 2:...
[P_‘W:IQ thiert Palnlii Carnaratinn Palali Car

Edit Properties... | Copy to File...

Learn more about certificate details

[ o ]
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http://msdn.microsoft.com/en-us/library/windows/hardware/gg487315.aspx

I General | Details‘ Certification Path

Certification path

[:—é] Go Daddy Class 2 Certification Authority
{:_,il Go Daddy Secure Certification Authority

B4 1 Pololu Corporation

View Certificate

Certificate status:
is certificate is OK.

Learn more about certification paths
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AZEQ0{7 & MHE]7|2H 548 £ Z0 HAIXIS ALBAHS0| HE 22 R NEMO|X| g0
ACH, R ZEA AIJLIXE OF2) 2TARES BEEAIZ|H ELICE.
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Signature requirements for it to just work

Running an executable Installing a driver package Loading a kernel module
on Windows XP none none none
on Windows Vista 32-bit No SHA-2 none none
on Windows Vista 64-bit No SHA-2 none MCVR & SHA-1
on Windows 7 none none MCVR & SHA-1
on Windows 8 none TRCA MCVR

AZE0{7h F S0} & HOk OfL|z}, SAI0| Z1 WAS HIsHM 2E SEFE Clojdz
0 ZSE HLARED LA 5k1 AR Of2f AL 2TARIES KI7|MOF iLiCk

HIlo|= E7| 5171 I8t AL 2FAES

Signature requirements for it to look good

Running an executable Installing a driver package Loading a kernel module
on Windows XP TRCA WHQL ?
on Windows Vista 32-bit TRCA & No SHA-2 TRCA ?
on Windows Vista 64-bit TRCA & No SHA-2 TRCA ?
on Windows 7 TRCA TRCA ?
on Windows 8 TRCA TRCA ?

TRCA
AIL|Me| 22| H[Ql(chain of trust)2 BIEA] ALXI2| MEE 4 Ql= FE QBN 7|
(Trusted Root Certifiation Authorities, 0|5t TRCA)0| Q= IS A Z CIA| =070k
LICt certmgr.mscOllM = = Rl AX™, TRCA 2|AEE Verisign, Globalsign,
Digicert, and Go Daddy2t 20| & 24Xl B S|AE2| QIZMES 7HX[ 1 JUELICEH
J2|10 I CHE HIHe| QIZMES Z|=0s O 2|AEN = SIXIEH A|OLIKY ABE of=
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Do you want to run this file?

» Name: ..ixel-windows-121129 (3).zip\wixel-windows\Wixel.msi
3%

Publisher: Pololu Corporation
Type: Windows Installer Package

From: C:\Users\David\AppData\Local\Temp\Temp1_wixel-wi...

Run Cancel

- While files from the Internet can be useful, this file type can potentially
@ harm your computer. Only run software from publishers you trust.
What's the risk?



http://en.wikipedia.org/wiki/Executable
http://en.wikipedia.org/wiki/Windows_Installer
http://en.wikipedia.org/wiki/Microsoft_SmartScreen

The publisher could not be verified. Are you sure you want to run this
software?

- f Name: ..emp\Temp1_PololuSerialTransmitterV1.3.zip\setup.exe

Publisher: Unknown Publisher
Type: Application
From: C:\Users\David\AppData\Local\Temp\Temp1_PololuS...

Run Cancel

This file does not have a valid digital signature that verifies its
publisher. You should only run software from publishers you trust.
How can | decide what software to run?
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Do you want to allow the following program to install
software on this computer?

- 1| Program name:  155e5d07.msi
Verified publisher: Pololu Corporation
File origin: Downloaded from the Internet

() Show details Yes No

Change when these notifications appear
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Do you want to allow the following program from an
unknown publisher to make changes to this computer?

Program name:  C:\Users\David\Desktop\usb_geek_pics\...\Wixel.msi
Publisher: Unknown
File origin: Hard drive on this computer

(%) Show details Ves No

Change when these notifications appear
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Software Installation

! E The software you are installing has not passed Windows Logo
2 testing to verify its compatibility with \Windows XP. [Tell me why
this testing is important. ]

Continuing your installation of this software may impair
or destabilize the correct operation of your system
either inmediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the software vendor for software that has
passed Windows Logo testing.

[ Continue Anyway ] [ STOP Installation ]
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Would you like to install this device software?
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Name: Maestro Servo Controller Drivers
“ Publisher: Polelu Corporation

"] Always trust software from "Pololu Corporation”. [ Install ][ Don't Install ]

'él' You should only install driver software from publishers you trust. How can I decide
which device software is safe to install?
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% Windows Security

@ Windows can't verify the publisher of this driver software

< Don't install this driver software

You should check your manufacturer's website for updated driver software
for your device.

< Install this driver software anyway
Only install driver software obtained from your manufacturer's website or
disc. Unsigned software from other sources may harm your computer or steal
information.

(v) See details

Al 42HOE Djo|aRAmEs} 02l HaIS et 210 #E Zoletm W ELIC WHAL ElA
EE UMD BeIef] U Blof Ofefis0l Seloluf strfal BRI Ofel Ch ElAstD

H|Esl{of §tLICH O HE FE AO|L0] &M £ 11 WL|I:|- O4E-|ECI_’ QA HAOrIaE LM QI
SAE 28 - 9ln 122 st 0130| Selol] T}7|RIES AelE 4 gloLinte. ojg =
o Of B2 BIAIS0| Co0[HE AfRISP 2 20|17, ZRS Beol(12/T S22 H2 NS

(K=

S)7hE =0l E S UAE.
=2 80llM E2I0|H T{7|X| M x|

2= 8FEl=, BE C2l0|H {7 [X|S2 AFRIE|0] RA0{0F2E BHLICE QIERZA| T, Of BAZARO|
CHsi M ZOo{s2 O[3 EAZES| ZA 2ME OH] JX| ZAMSLICH AQHER HE
(asked about it) gHX|DF 2HlL|CE,

DHoF RI=2 O T B0 A SERHTE ArRIE|X| 942 ECIO|H 17 |X|E QIAE Sk2{ 10 513, T
1f 22 ZHEet o2 HAIXKIE BA 2 AYLC:

0|0


http://stackoverflow.com/questions/10760513/in-windows-8-will-third-party-inf-driver-files-require-a-signature

The third-party INF does not contain
digital signature information.
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Would you like to install this device software?

Name: Pololu USB AVR Proegrammer Drivers
“ Publisher: Pololu Corporation

[] Always trust software from "Pololu Corporation”. . Install | Don't Install

@ You should only install driver software from publishers you trust. How can | decide
which device software is safe to install?
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Pololu USB-to-Serial Adapter (COM114) Properties [

General | Port Settings | Driver | Details |

Pololu USB4o-Serial Adapter (COM114)

.-._’J'
Device type: Ports (COM & LPT)
Manufacturer: Pololu Comoration
Location: Port_#0006.Hub_#0004
Device status

Windows cannot verify the digital signature for the drivers required »
for this device. A recent hardware or software change might have
installed a file that is signed incomectly or damaged, or that might

be malicious software from an unknown source. (Code 52)

| ok || cancal |

S s
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=3 Pololu USB+o-Serial Adapter (COM14)

Driverfiles:

@C:\WmdowskystemSZ\DRlVERS\silabser.sys
C:\Windows'system32\WdfCoinstaller01009.dll

Provider: Silicon Laboratories
File version: 6.6.00
Copyright: @ 2012 Silicon Laboratories

Digital Signer: Pololu Comporation
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Let's say that the booby girls at GoDaddy don't give the user
much confidence in the a certificate issued by them, promising
that the driver always works. Drivers for the 64-bit version of
Windows have to be qualified by Microsoft, not them girls.
Google "whql labs certifications".Hans Passant, who has 300,000+
reputation on StackOverflow, in response to my question

A customized installation [generated by our software] does not
contain certified drivers for Windows XP/2003/Vista/7.
Certification must be performed by Microsoft for the new driver
installation. An uncertified installation will not cause any other
problems other than the warning message displayed by
Windows XP/2003/Vista when installing uncertified drivers.
Uncertified drivers cannot be installed in Windows 7 unless they
are installed with a testing certificate or the Ignore Serial Signing
option is enabled by pressing F8 on start up and selecting the
corresponding option.Silicon Labs, makers of the CP2102 serial bridge,
in AN220
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The INF file of a driver package must not contain an INF
Defaultinstall section if the driver package is to be digitally
Signed.Microsoft, in the INF Default Install Section documentation
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Create an INF file in your driver package directory and edit it for
Windows Vista. Specifically, change the build date to 4/1/2006 or
greater and the version to 6. For

example: DriverVer=04/01/2006, 6.0.1.0 Microsoft,
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In some cases, you might want to sign a driver package with two
different signatures. For example, suppose you want your driver
to run on Windows 7 and Windows 8. Windows 8 supports
signatures created with the SHA256 hashing algorithm, but
Windows 7 does not. For Windows 7, you need a signature
created with the SHA1 hashing algorithm.Microsoft, from Signing a
Driver for Public Release on MSDN
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Signing is perhaps the least suitable area to show off creativity
and independent thinking. Just the opposite. Try to follow the
instructions precisely. ... No matter what they scribble at Stack
Overflow — the WDK documentations says the ultimate truth
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(when updated, of course).Pavel A., in response to my question on
MSDN
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Revision History

o 2015-03-20: Added information about KB-3033929 in the note at the top.
o 2015-02-08: Added tip from Jimmy Kaz about avoiding spaces in INF file
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names.
2015-01-14: Added links to PnPUItil.

2014-12-16: Added a note at the top about how SHA-1 is going away so parts
of this document will need to be updated.

2014-09-12: Added a mention of KB2763674, which should make SHA-2
executables usable on Windows Vista.

2014-03-07: Added a mentions of Microsoft Security Advisory (2880823).
2013-10-02: Added section Use /ir to specify the timestamp server and
changed all examples to use /tr.

2013-03-11: Added new info from PiXCL about how to double-sign with SHA1
and SHA2 to the Use SHA-1 for kernel modules prior to Windows 8 section.
2013-01-07: Initial release.
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